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1 The purpose and audience of the document 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The purpose of this document is to provide the service provider 
a recommended approach for testing that the integration with 
LSS for NemID has been set up successfully. 

 

 

The document is a technical reference used by the service 

provider during integration testing. 

 

 

Summary of all documents in the LSS for NemID service 

provider package: 

General documentation 

 Introduction to the LSS for NemID service provider 

package 

 Guidelines for the LSS for NemID interaction design and 

user selection 

 Terms and concepts in LSS for NemID 

Implementation documentation 

 General technical specification 

 Implementation FAQ for LSS for NemID 

Test documentation 

 Guidelines on the use of LSS for NemID test tools 

 Recommended test procedures for LSS for NemID 

Reference documentation 

 Specification document for the PID-CPR service 

 Specification document for the RID-CPR service 

 Specification document for LDAP API 

 Specification document for OCSP 

 Specification document for OCES II 
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2 Tests 

The service provider’s test of the integration to LSS for NemID includes 

two separate parts.  

The first part is a functional test validating that the integration is 

technically correct and is working.  

The second part is a use case test running through a number of user-

involved scenarios. The functional test is a prerequisite for the use case 

test. 

2.1 Setup 

Completion of the tests requires a running and working LSS backend. 

The service provider package contains a LSS backend test stub, which 

implements all optional features.  

To complete all tests the LSS backend must have one or more users 

with at least one working NemID for business key file installed in 

addition to an expired and a revoked key file. 

3 Functional test 

The purpose of the functional test is to verify that the LSS Client, the 

JSON parameters and the HTML5 Web Messaging functions has been 

setup correctly. 

3.1 Test of HTML5 Web Messaging setup 

The service provider must verify that the functions “LssClientReady” and 

“ReceiveResult” are set up and are called as expected. 

 When the LSS Client is started by setting up an iframe with 

source pointing at the LSS Client URL the LSS backend will call 

the “LssClientReady” command through the Web Message API. 

 The service provider receives the event and is able to parse the 

parameters sent in the event from the LSS backend.  

 The service provider then calls “BeginFlow” passing the 

generated parameters to the LSS backend.  

 Upon success or failure, the LSS will return parameters/error 

codes in the call “ReceiveResult”  
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The service provider must validate that the events “LssClientReady” and 

“ReceiveResult” are received as expected.  

 

3.2 Test of the JSON parameters configuration 

The service provider must validate that the JSON parameters for the 

LSS Client are correctly generated by validating that the expected 

content displayed in the LSS Client frame, i.e. logon flow is started when 

expected, various sign text formats are displayed as expected etc. 

The LSS Client will return an error code if unable to parse the JSON 

package. If there is a problem with one or more of the parameters sent, 

the corresponding error code is returned. 

3.3 Test of the signature on the JSON parameters 

The service provider must validate that the signature generated on the 

JSON parameters is correct. The LSS implementation will return the 

error code LSSSRV001 in case it is incorrect.  

3.4 Handle received parameters 

When the LSS backend calls “LssClientReady”, various parameters are 

received from the LSS backend. The service provider should be able to 

parse and read these values. Refer to the technical specification for 

details. 

Note that not all of the parameters in the call are mandatory and might 

be omitted by the LSS backend. 

3.5 Validation of signatures and certificates 

The service provider must verify that the received XMLDSig message 

can be validated. 

The demo examples found in the LSS service provider package uses the 

open source project OOAPI to validate the XML-DSig Message returned 

by the LSS Client. OOAPI is also used in the existing service provider 

examples for NemID from Nets DanID.  

The service provider may choose to use any other tool or framework for 

this test, as long as they are able to validate the XMLD-Sig Message as 

specified in the technical documentation. 

This test requires a successful login or signing operation in the LSS 

Client.  
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4 Use case test 

The general NemID documentation includes a document called 

“Recommended test procedures”. Following is a list of tests regarding 

NemID for business, which must be completed from that document: 

Use case 

number 

Description 

7.2 User with NemID for business, key file logs on 

7.6 User with revoked NemID for business, key file logs on 

8.2 User with NemID for business, key file signs text 

These test results must be the same as for the NemID business case. 

In addition to these general test cases, there are a number of LSS 

specific test cases, which must be carried out by the service provider. 

The following sections include descriptions of these test cases. 

 

4.1 User with NemID for business, expired logs on 

Preconditions: The user on the LSS has a NemID for business, which is 

expired. 

Test steps: 

1. The user enters the website of the service provider in order to access 

a self-service page. 

2. The user finds the login button or link and activates it 

3. The user is presented to the NemID interaction design and selects 

the LSS for NemID option. 

4. The user authenticates himself to the LSS client. 

5. The LSS client returns a valid signature with the expired certificate. 

6. The service provider validates the signature and the associated 

certificate and finds out that the certificate has expired. 
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7. The service provider presents an error message to the user, 

indicating that the certificate has expired. 

Result: The user has not been logged in. 

4.2 User with NemID for business, wrong password 
too many times 

Preconditions: The user on the test LSS has a valid NemID for business 

Test steps:  

1. The user enters the website of the service provider in order to access 

a self-service page. 

2. The user finds the login button or link and activates it 

3. The user is presented to the NemID interaction design and selects 

the LSS for NemID option. 

4. The user enters a wrong password more times than allowed by the 

LSS client. 

5. The LSS client returns the error code LSSLCK001 to the service 

provider. 

6. The service provider presents an error message to the user, 

indicating that the LSS failed to authenticate him due to a password 

error. 

Result: The user has not been logged in. 

4.3 User with NemID for business, temporarily 
locked, tries to log in 

Preconditions: The user on the test LSS has a valid NemID for business, 

which has been temporarily locked. 

Test steps:  

1. The user enters the website of the service provider in order to access 

a self-service page. 

2. The user finds the login button or link and activates it. 

3. The user is presented to the NemID interaction design and selects 

the LSS for NemID option. 

4. The user attempts to authenticate himself against the LSS client. 
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5. The LSS client returns the error code LSSLCK001 to the service 

provider. 

6. The service provider presents an error message to the user, 

indicating that his account has been temporarily locked. 

Result: The user has not been logged in 

4.4 User with NemID for business signs: text, HTML, 
XML and PDF. 

Preconditions: The user on the test LSS has a valid NemID for business, 

which can be used for signing.  

1. The user enters the website of the service provider in order to access 

a self-service page. 

2. The user finds the sign button or link and activates it. 

3. The user is presented to the NemID interaction design and selects 

the LSS for NemID option. 

4. Repeat steps for text, HTML, XML and PDF signing flows. 

5. The user attempts to authenticate himself against the LSS and sign 

the presented document. 

Result: The user has successfully signed the selected document. 

The PDF signing flow is optional and support is limited in the test stub. 

Testing the PDF signing flow might not be supported on all devices.  

4.5 User not connected to company network attempts 
to log in 

Precondition: The user is not connected to the company network. 

Therefore, lss-for-nemid-server.dk resolves to the global instance in 

DNS. 

Test-steps: 

1. The user enters the website of the service provider in order to access 

a self-service page. 

2. The user finds the log in button or link and activates it. 

3. The user is presented to the NemID interaction design and chooses 

the LSS for NemID variant. 
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4. The user is connected to the global LSS client, which returns the 

error code LSSGLB001 to the service provider. 

5. The service provider presents a message to the user, indicating that 

he is not connected to the company network, and that connection is 

required before retrying. 

Result: The user has not been logged in 

 

4.6 User does not trust the SSL certificate and tries to 
log in 

Preconditions: The TU example has been set up with an iFrame secured 

with SSL.  The user browser does not trust the SSL-certificate used. 

Test steps: 

1. The user enters the website of the service provider in order to 

access a self-service page. 

2. The user finds the login button or link and activates it. 

3. The user is presented to the NemID interaction design and 

selects the LSS for NemID option.  

4. The iFrame content is blocked, as the user does not trust the 

SSL-certificate used for the content inside the iFrame.  

5. The service provider will never receive the startup response from 

the LSS back-end. 

6. The service provider presents an error message to the user, 

indicating that it was impossible to establish a connection and 

lists the possible reasons for this, including the scenario of no 

SSL trust.  

Note for this test: The service provider should time the error 

message(s), as the delay for the initial response message from the 

iFrame could be due to network latency or other such issues. 

Result: The user has not been logged in. A list of possible errors is 

displayed to the user.  
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4.7 User with old unsupported browser tries to login 

Preconditions: A test setup with an old browser, which is unsupported 

tries to login. 

1. The user enters the website of the service provider in order to 

access a self-service page. 

2. The user finds the login button or link and activates it. 

3. The user is presented to the NemID interaction design and 

selects the LSS for NemID variant. 

4. The user is presented with the expected error message, 

indicating that he cannot complete the login due to the version of 

his browser / system or not allowing JavaScript. 

Following is an example of JavaScript code that could be the base of 

handling this. Instead of showing a popup alert to the user, the service 

provider may choose to handle this differently. This code snippet is 

included in the web application demo for login. 

<script type="text/javascript"> 
        var supported = true; 
        if (typeof(window) == 'undefined') { 
            supported = false; 
        } else if (!window.addEventListener && !window.attachEvent) { 
            supported = false; 
        } 
        if (typeof(JSON) == 'undefined') { 
            supported = false; 
        } 
        if (!supported) { 
            alert("Your browser does not support the required JavaScript"); 
        } 
</script> 

The service provider might not be able to find a device/browser not 

supporting the LSS Client. In this case, the service provider may choose 

not to complete this test scenario, but should test that the LSS Client is 

working for a range of expected devices, platforms and browsers.  

Result: The user has not been logged in.  

4.8 Test of displaying local support message 

The “ReceiveResult” JavaScript event receives a 

“LSS_SUPPORTMESSAGE” parameter, which contains a custom support 

message from the LSS backend in Base64 encoding. It is important that 

this message is displayed as a clear-text string and is displayed as such 

to the user (if the service provider chooses to display it).  
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Verify that the message is treated as a clear-text string and that any 

dynamic content like scripts and html are displayed as text and not 

interpreted or executed.  

The service provider may choose to truncate this message to 250 

characters  

4.9 Handling of invalid JSON messages 

The purpose of this test is to test how your web application handles 

invalid JSON messages received from the LSS Client. 

The test includes: 

 Test empty JSON messages. 

 Test invalid JSON messages. 

 Test malformed JSON messages, i.e. when the message is valid 

JSON but does not conform to the specification. 

The “testframe” webpage found in the “/testing/” directory can be 

used to generate malformed messages. 

Not being able to parse the JSON message or errors with the message 

implies an error at the LSS backend.  

Result: Users should see a helpful message explaining that something 

went wrong and that they should contact their local (LSS) support if 

the problem persists. 

4.10 Error message response 

In the demo web applications, a test page located in 

/testing/Testframe.aspx or /testing/testframe.jsp respectively can be 

used as target for the LSS Client (source for the iframe). More info on 

this can be found in the test-tools guide found in the documentation.  

Test how your site responds to the various error codes returned from 

this page and validate that this corresponds to your expectations and 

the specification. 


